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Figure 1: Top supply chain risks—today and one year ago
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2. TAPA — who we are
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TAPA is a Non-Profit organisation and is made up of volunteers from
the industry, service providers & Law Enforcement

Founded in US in 1997- extended to Europe and Asia in 2000.

Formerly known as Technology Asset Protection Association before
name change on 1 January 2007

Today, TAPA (worldwide) has over 350 member companies in EMEA,
North/South America and ASIA regions

Market cap valuation of member companies $ 1.6 trillion annual sales =
$920 billion
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If you have ideas for future reports
in the new TAPA Asia newsletter,
please email matt.hemy@dhl.com
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TAPA Asia Membership
by country :
Ta;;an Vietnam
Australia 15 Thailand 1% B Australia
Brunei 3 2% 3% B Brunei
China 61 b E;‘ka\ B 1%
Hong Kong 59
India 20
Indonesia 7
Ireland 1
lapan 101
Korea 8
Malaysia 56
Pakistan 3
Philippines 50
Singapore 80 B India
Sri Lanka 1 4%
Taiwan 14 SR sk “_ ¥ |ndonesia
Thailand 10 e \ 1%
Vietnam 5 B Ireland
TOTAL 494 0%
2%

‘ Updated on end May 2010
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Vision
TAPA effects the reduction of losses in the manufacture, transportation and
distribution of high value products.

Mission
To establish and maintain best practice asset protection for industry and related
logistics and freight service providers.
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Purpose

Provide workable solutions for issues that are experienced industry-wide by
member companies. This includes sharing experience and processes that are not
proprietary to member companies, improving overall security effectiveness in
targeted areas and incorporating these processes across the industry to reduce

losses due to theft.




) G

%

%

%

%

TAZA—

Transported Asset Protection Association




: TAZA—

Transported Asset Protection Association

3. Portfolio and services -  what we do
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Buyer 1 Buyer 2 Buyer 3 Buyer 4 Buyer 5 Buyer 6
assessment assessment assessment assessment| | assessment assessment
1 2 N (8 4 | 5 6
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Forwarder / 3rd
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Overview of TAPA Security Standards Ai"//AF
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. C-argo Terminal Best Security

CTBSP Pracice

* Best in class benchmarks for cargo
terminal operat ors

e TAPA Air C-argo Security Standards

I AC S S * Minimum security requirements

for ground handling companies and
— ) ) —
cargo air terminal operators

. Parking Securit)-' Requirement

I S I 2 ¢ Minimum securit)-' requirelnents for

transit car parks on long haul
trucking

. Trucking Security Requirement

TSR

¢ Minimum securit)-' requirelnents for
Trucking service providers

. Freight security requirements
Security FSR
In Depth

For Supply Chain
Qﬂanagement 22 )

¢ Minimum securit)-' requirelnents for
Warehouses
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Air/Port Authority

Air/Port » Carrier | Air/Port

AEO
Gr Hd!lng/ PA / Whse Cgnee
Terminal FSR

Road
Feeder/
Barge

Road TSR
Feeder/

AEO

TSR

Road
Feeder/
Barge

TSR Road
Feeder/

Barge Barge

Customs -Trade Partnership Against Terrorism/C  -TPAT

Security Management
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Section Functional Requirements

A-Protection of Assets [ 1 Physical Security
2 Access Control

B-Personnel 3 Personnel Security

4 Education and Training Awareness

C-Process 5 Documentation Processing Security

6 Procedural Security

[ Incident Mgt/investigations

O @ 0| 00000000
O] OO | OO0

D-Data 8 Information Security
E-Conveyance O Conveyance Security
F-Business Partner 10 Business Partner Security
G-Resilience 11 Crisis Mgt & Disaster Recovery

24
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TAPA Security
Standards

Buyer 1 | Buyer 2 . Buyer 3I Buyer 4 Buyer 5 IBuyer6

Freight Forwarder /'3
party logistics
provider/ Carrier

Some Buyers may require visits to assess vulndrabibf their products requiring enhancements
that are above TAPA standards but overall level emensity of visits are reduced

25
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For more information on TAPA training dates and locations, please visit us at TAPA

Asia website at www.tapa—asia.org/meetings.html/
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s TAPA
5 MINIMUM SECURITY STANDARDS FOR FREIGHT SERVICES SUPPLIERS
g FREIGHT SECURITY AUDIT REPORT
7
]
q Company Date of Aucdit
10 Location Phone Humhber
1l Contact Hame Fax Humber
12 AUDITOR{S) Email
12
14
15 Audit Rating Score
16 Point Yalue Description of Measurement Criteria Standard Point Value
17 0 Mot presentiutilized - Mo plans to adoptimplement (Mot Acceptable FAIL: Does not meet Cverall Reguirements
18 1 Generally present Acceptahle PASS: Meets or Exceeds Overall Requirements:
13 2 Firmly in place and adopted as best practice 11 Must meet 2l Mahdatons iterns (.
on X Requirement does not apphy: Waiver required for 21 Must score ==60% Jn each Indivicuarl Section 1-5.
2 3 Must score ==60% tobal for all sections combinad.
2z
23 Audit Results
24
25 | |Facility Classification A
26 | |Total Points 154.0
27 | |Possible Points 154
zz | [Mandatory hems (M) Met Mandatary terms (M)
23 | |Sections1-5 Met 0% in each Section 1-5
an Section 1 Score 100.00%
3 Section 2 Score 100.00%
az Section 3 Score 100.00%
33 Section 4 Score 100.00%
4 Section 5 Score 100.00%
a5 | |4l Sections Score 100.00%
a6 | [Owerall Standard PASS: Meets or Exceeds Overall Requirements:
« 4 v M]\AFacility { B Facilty / C Facility £ Corrective Actions/ |4] |
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Audit Form
. . . Warehouse | "X"ifnot | Total
1. Perimeter Security Preventative Measures Score Classification | Scored Score COMMENTS
1.1. Perimeter Fencing |1.1.1 - Cargo handling and shipping and receiving
. . 2 A 2
{including gates) - S o
1.2 CCTV & (M) 1.2.1 - CCTV external coverage of shipping and
receiving yard, including entri I exit point, to cover A 2
aovement ofvehicles and individuals
2 A 2
(M) 1.2.3 - CCTV systern able to view exerior sides
. 2 2
of the facility.
1.3 Lighting 1.3.1 -Flood lighting of loadingfunloading areas. 2 A 2
1.3.2 - Dock doors illuminated externally at night. 2 A 2
(M) 1.3.3 - Exterior and interior lighting levels that
support hinh guality SCTY images and recording.
2 A 2
1.4 Perimeter alarm (M) 1.4.1 - All facility external doors alarmed and
) . : 2 A 2
detection linked to main alarm system.
1.5 Perimeter windows, |(M) 1.5.1 - All windows or other openings in
doors & other openings |warehouse walls and roof secured.
2 A 2
1.5.2 - Ground floor warehouse windows protected
by anti-ram posts or other physical barrier. (f no 2 A 2
wihdowws, not applicable, mark "x" an audit form
1.5.3 - Dock doors of sufficient strenoth to delay
forced entry by use of porttahle hand toals or p A 2
ramming by vehicle.
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2009 TAPA FSR Scoring Matrix
FOR USE WITH TAPA BUYER AUDIT FORM 2009

1

2

CCTV external coverage of
shipping and receiving vard,

including entry / exit point, to
cover movement of vehicles a
rviduals.

No exterior camera coverage of
shipping and receiving vard area.

Shipping and receiving vard coverad
by exterior B&W cameras so that the
movement of vehicles and
individuals can be viewed.

CCTV able to view all inbound and
cutbound traffic ensuring all vehicles
and individuals are identifiable.

Shipping and receiving yard covered
by exterior color or “day/might™
cameras so that the movement of
vehicles and individuals can be
viewed.

CCTW able to view all inbound and
cutbound traffic ensuring all vehicles
and individuals are wdentifiable.

(M) for A, B,
1.2.2

CCTV coverage of all external
dock area.

No exterior camera coverage of dock
areas.

Dock areas covered via B&W, color
or “day/night” exterior cameras.

Cameras mounted to be able to view
most activity around external dock
area.

WVehicles and individuals visible in
most cases.

Dock areas covered via color or
“day/night” exterior cameras.

Cameras mounted to be able to view
all actrvity around external dock area

All vehicles and individuals clearly
identifiable.

(M) for A

1.2.3

CCTV system able to view
exterior sides of the facility.

No exterior camera systeny

Exterior camera system in place
covering exterior sides of facility
with doors, windows or other
openings.

WVehicles and individuals visible in
most cases.

Color or “dayv/night” exterior camera
system in place covenng all exterior
sides of the facility.

All vehicles and individuals clearly
identifiable.

All views clear at all times.

1.3 Lighting

29
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FDA's Recent Cargo / Warehouse Letter to Secure Supply Chain and
Prevent Thefts

By Janice Abel and John Blanchard

The U.S. Food and Drug Administration sent a letter on April 28, 2010 to key cargo and manufacturing
company stakeholders detailing the agency’s concern over the rise in FDA-regulated products cargo and
warehouse thefts. The agency pointed out that these firms have a ‘fundamental responsibility’ to minimize risk
of warehouse theft.
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4. The FUTURE - what we see |
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Thank you
for
your attention !

Visit TAPA at www.tapa-asia.org

Get Certified




